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Find the Bad Guys, Bad Places, Bad Things 
 
» ROBERT TENNEY: 
Good afternoon. 
 
Welcome to IXO – the Information Exploitation Office! 
 
You know they always save the best – for last! 
 
You may have heard some people refer to DARPA offices as a  
food chain. 
 
Well, here we are, finally, at the top. 
 
The Defense Science Office are the amoebas, so, we must be …  
the grizzly bears. 
 
We’ll consume anything, and we’re the meanest guys in the forest. 
So what is an IXO? 
 
Well, first off, we’re the only tech office without the word “Science” or 
“Technology” in our name. 
 
So what are we doing at DARPA? 
 
We’re a systems office. 



 
We take all the great stuff you’ve heard about this week, and connect it 
together into an end-to-end capability. 
 
We like nothing more than to put one of MTO’s focal plane arrays… 
onto one of TTO’s airplanes… send its data to the ground using one of 
STO’s data links…so that one of DSO’s math packages can process 
it… using one of IPTO’s peta-scale computers. 
 
Our main concern, though, is not connecting these components 
physically, but connecting the information they produce and process. 
 
We build sensors to collect data. 
 
We build signal processing algorithms to convert data into information. 
 
We build battle management tools to help commanders transform 
information to decisions. 
 
And we build control software to execute those decisions – many of 
which direct sensors to collect new data. 
 
IXO programs end up with three deliverables. 
 
First, we deliver prototype sensors, developed and packaged and tested 
in field environments. 
 
Second, we deliver weapon systems, often soldier-borne,  
that provide a complete military capability. 
 
And third, we deliver software,  
for integration into command centers and analysis cells. 
 



In all three cases, we constantly emphasize the military utility of these 
products, as perceived not by technologists, but by the troops who  
use them. 
 
Still, “data and information processing” is an awfully large area. 
 
How do we maintain our focus on military utility? 
 
By addressing a specific military mission. 
 
When we were created, almost six years ago, we took on a clear goal: 
find and engage bad guys, anywhere on the surface of the planet. 
 
As you know, the definition of “bad guys” has changed dramatically 
over those six years. 
 
We’re not looking for Soviet tanks charging through the Fulda Gap any 
more. 
 
Instead, we’re looking for: 
 
1) irregular forces that choose to operate in difficult terrain – mountains, 
forests, and swamps 

 
2)  ground troops that abandon open country for more defensible urban 

terrain. 
 

3) insurgents, whose whole organization – finance, logistics, weapon 
fabrication, attack – is stealthed and embedded in civilian activities. 

 
And 

 
4)  we’re even looking out to sea –  



piracy is alive and well here in the 21st century. 
 
These are four very different scenarios,  
but they’re clearly relevant to the world today – and for many years to 
come. 

 

IXO Opportunity 
Of course I’m biased,  
but certain things are really special about IXO. 
 
First, the importance of the mission I just described. 
 
We can employ our products in the field,  
in many cases, mature enough to influence real world events. 
 
Second, the breadth of our intellectual challenge. 
 
To connect a focal plane, to a processor,  
to an algorithm,  
to a datalink,  
we have to understand all of those technologies. 
 
Our Program Managers are generalists, and,  
in fact, deep generalists: we have to understand all of the capabilities 
and limitations of the components we’re assembling. 
 
And since the supply of components is always growing, we’re constantly 
learning new things, and seeing new connections. 
 
Third,  
we get out of the lab. 
 



To exercise an end-to-end system, we have to go out into the real world  
or a pretty good approximation to it. 
 
In most of our programs, we work hand-in-hand with the Services to 
leverage their testing and training facilities. 
 
We’ve gotten to the point where our partners understand that it’s just as 
hard to train “technology” as it is to train troops, and they’re eager to 
help. 
 
And best of all, because we’re in a position to see how things connect 
together, we discover entirely new challenges. 
 
New phenomena to sense. 
 
New features to extract. 
 
New predictions to make. 
 
And new controls to execute. 
 
So we can help our component developers formulate new design goals. 

 
That’s a snapshot of IXO. 
 
Now, here’s my challenge to you. 
 
Imagine a place with lots of bad guys in it. 
 
Say, with 30 million people. 
 
And a half a million square kilometers. 



 
And 50,000 kilometers of roads, connecting  
200 cities and towns. 
 
What we’d like to do is pretty simple:  
watch bad places,  
bad people, and  
bad things. 
 
We’d like to watch all the bad places, to see if anything is going on – 
building a bomb,  
planning an ambush, holding a hostage. 
 
We’d like to watch all the bad people –  
where they’re going, where they’re getting their supplies, who they 
might be preparing to attack. 
 
And we’d like to find bad things –  
weapons, artillery shells, suicide vests –  
before they can be used. 
 
How do we do this? 
 
Well, one way would be to build a great big video camera, that literally 
watches those half million square kilometers. 
 
Say, with 10 centimeter resolution, and 30 frames per second. 
 
It’s a good thing we can’t do this, because if you do the math, that 
means we have to somehow absorb about 15 petabytes of data – that’s 
enough to fill up three million DVDs – every second! 
 
Well, we don’t have a great big video camera. 



 
But we do have everybody’s favorite UAV – Predator. 
 
Soon we’ll have hundreds of them. 
 
But do some more math – and even forget about areas outside towns 
and away from roads –  
and we’d need more than a million Predators! 
 
And if nothing else changes, to control and exploit the data from those 
birds would take more than ten million people! 
 
That’s about 5 trillion dollars for airplanes,  
and a quarter trillion a year to operate them! 

 

Obviously, brute force won’t work –  

it’s either technically infeasible, or outrageously unaffordable. 

 
But IXO has a better idea – two of them, in fact. 
 
First, there’s what we call “layered surveillance and battle 
management”. 
 
We don’t stick to just one kind of sensor. 
 
We use lots of different kinds. 
 
Radars, that can scan wide areas from one location. 
 
Ladars,  
to get high-resolution,  



3D imagery of  
potential targets. 
 
Video, in all regions of the spectrum, to follow bad guys as they move 
around. 
 
By networking them together, and coordinating their movements and 
tasking, we can achieve wide area coverage,  
high resolution, and  
high frame rates –  
but only when and where they’re needed. 
 
Second, we switch from nouns to verbs. 
 
Huh? 
 
Until now, I’ve been speaking of components as physical devices, 
described by nouns:  
focal planes, antennas, datalinks, processors. 
 
Now I’m going to stop that. 
 
Instead, let’s talk about components as information processes, 
described by … verbs. 
 
Our first verb is search. 
 
It’s a big planet. 
 
Bad guys can be anywhere. 
 
So we need sensors, signal processing, and exploitation tools that can 
search large areas. 



 
This leads us to radio-frequency sensors,  
both active (radar) and passive, because they operate in all weather, 
have high area coverage rates, good probabilities of detection, and low 
false alarm rates. 
 
Once we find something, we need to identify it. 
 
We need sensors and target recognizers to separate the bad guys from 
the good guys and, equally important, from all of the noncombatants. 
 
Today, the physical characteristics that distinguish bad guys can be 
very subtle. 
 
Optical sensors,  
both 2D and 3D (ladar), operating across the spectrum can measure 
shape, and identify surface materials. 
 
Object recognition algorithms operating on these data give us good 
probabilities of correct classification. 
 
Once we identify a bad guy, we want to track him. 
 
This saves us the trouble of having to find him again, and allows us to 
see what he’s doing, where he’s going, and who he’s working with. 
 
We use trackers and correlators to connect a sequence of data over 
time – particularly if they operate in networked systems – so that we can 
achieve long track length. 
 
We leave it to operational commanders to decide what to do once we 
find a bad guy, but we are interested in ways to engage him if 
necessary. 



 
IXO doesn’t build munitions themselves,  
but we do package sensors with munitions so we can achieve a high 
probability of kill –  
even if the bad guys try to run and hide. 
 
Of course,  
there’s more than one  
bad guy out there. 
 
So we’re doing everything I’ve just described in many places, all at the 
same time. 
 
This means we can take all the data,  
from all of the sensors, and merge it together to assess what’s going 
on, and maybe even predict some future events. 
 
This involves technologies like correlation and fusion and pattern 
analysis, and we measure performance in terms of coverage, accuracy, 
and consistency. 
 
Finally, this crystal ball lets us help commanders control events on the 
battlefield – and that is our ultimate objective. 
 
We use numerical optimization, game theory, multi-resolution decision 
analysis, and integrated modeling systems to plan and synchronize 
sensors, weapons, and supporting tasks. 
 
In particular,  
this allows our forces to adopt radically new concepts of operation, such 
as zone surveillance, where we hand off targets from one sensor to 
another,  
rather than assign one sensor to one target. 



 
Finally, we can explore entirely new system architectures enabled by 
these networks. 
 
We can bring lots of sensor data back to the US for analysis,  
reducing our troops forward footprint and reducing the stress on them. 
 
Or, we can push the assessment and control technology forward, 
embedding it in sensor platforms, allowing us to shorten dramatically the 
engagement timeline I’ve described. 
 
That’s it. 
 
6 verbs. 
 
Find, identify, track, engage, assess, and control. 
 
Organized in a networked architecture, so that different technologies 
can be combined to build a capability that no single component can 
provide. 
 
That’s IXO. 
Alright, I’m about done. 
 
But bear with me …  
for two final points. 

 
First, as I explained our verbs, I took care to mention quantitative 
metrics we use to assess our progress. 
 
We cannot design complex information systems in PowerPoint. 
 



The only way we’ll make sustained progress as systems engineers is to 
be explicit, precise, and quantitative. 
 
So when you talk with IXO, please be prepared to talk about numbers: 
area coverage rates, probabilities of detection, false alarm rates, 
resolution, probability of correct classification, track length,  
probability of kill, coverage, accuracy, consistency, effectiveness, and 
timelines, and, of course, cost. 
 
Second, one of the special things I mentioned about IXO is our ability to 
get out of the lab. 
 
This is not a luxury,  
it’s a necessity. 
 
It’s a necessity because we need to evaluate complex interactions 
among a set of complicated components in a wide range of operating 
conditions. 
 
We need to do for information systems what, say, Edwards Air Force 
Base or China Lake Naval Air Station do for aircraft: allow a methodical 
series of tests to verify predictions,  
diagnose failures, and absorb lessons learned from the diagnoses. 
 
As you know, for military information systems,  
this kind of test can be extraordinarily expensive, and we work hard to 
reduce this cost by collaborating with others. 
 
In fact, at IXO, we end up applying as much creativity to the design of 
our tests and exercises, as we do to the design of the systems 
themselves. 
 
Well, that’s IXO. 



 
We’re a systems office. 
 
Our systems collect, process, and apply information to better find – 
and engage –  
bad places, bad people, and bad things. 
 
We determine the value of that information through joint experiments 
and exercises with military partners. 
 
So far this week,  
you’ve heard a lot of brilliant technologists talk about their challenges 
and ideas. 
 
Being technologists,  
they like to talk in terms of physical devices, with characteristics like 
size, weight, and power. 
 
But for the next 70 minutes, you’re going to hear about something else. 
 
Something with no size. 
 
Something with no weight. 
 
Yet something with power beyond all imagination. 
 
You’ll year about information. 
 
Thank you. 
 


